Abstract In this paper, we propose a simulation model for cognitive radio sensor networks (CRSNs) which is an attempt to combine the useful properties of wireless sensor networks and cognitive radio networks. The existing simulation models for cognitive radios cannot be extended for this purpose as they do not consider the strict energy constraint in wireless sensor networks. Our proposed model considers the limited energy available for wireless sensor nodes that constrain the spectrum sensing process -an unavoidable operation in cognitive radios. Our model has been thoroughly tested by per- The results generated by the model have been found accurate which can be considered for realization of CRSNs.
: Simulation models and their goals to simulate the networks in literature ture periodic (or sporadic) events that generally transmit short bursts of traffic and remain silent rest of the time [8] . This issue has fueled a new concept of adding cognitive radio capabilities in WSNs, usually termed as cognitive radio sensor networks (CRSNs). CRSNs are the opportunistic sensor networks wherein nodes have the ability to sense vacant channels (called spectrum sensing) and change their transmission parameters accordingly (called spectrum decision). CRSNs are comprised of two kinds of nodes: primary radio (PR) nodes and the cognitive radio (CR) sensor nodes [9] .
The CR capable node can be configured to use both the licensed and unlicensed bands. Like traditional WSNs, the CRSN nodes are also energy-constrained devices and therefore the issue of minimum power consumption is equally important in both types of networks. In fact, it becomes even more challenging in CRSNs due to an additional task of spectrum sensing. CRSNs have gained so much importance in real world scenarios that in near future, all the sensor based applications will require CRSNs. Some real world applications of CRSNs are battle-field surveillance, food items security, health monitoring, railway track selection and smart grids etc. [10] . Efficient CRSNs deployment requires dynamic protocols that can perform accurate channel sensing along with energy conservation. This channel sensing will also contain channel selection among all multiple channels present in the network. PR activity also plays an important role in the channel selection process therefore the impact of PR activity also needs to be considered.
For this purpose, CRSN simulation models are required which should be able to utilize the channels which are free from PR traffic and can disseminate the data in multi-hop scenario.
Extensive simulations are being required for any network before deployment to optimize the deployment procedure as well as to achieve required goals from the network. Simulations for WSNs can be done in various simulators such as NS-2 and OMNET++. NS-2 has been generally considered to be the suitable platform for WSN simulations. To the best of our knowledge, there exists no simulator model for CRSNs in NS-2 which is the primary motivation behind this work.
We provide an environment where CRSN nodes can be modeled in the presence of several multiple channels wherein various types of PR activities may occur. CR nodes can use these channels whenever they are free from PR activity and send their data to other nodes Simulator patch Goal Platform CRN CRSN MC PR activity EM CogNS [11] A simulation framework for CRNs NS-2
Cr simulator [12] A discrete simulation model for CRAHNs OMNeT++ CRNRM [13] A routing model for CRNs NS-2 TFRC-CR [14] A transport layer protocol for CRNs NS-2
CRAHN [15]
Modelling of end-to-end protocol for CRAHNs NS-2 CRCN [16] A patch for simulating CRN based networks NS-2 [17] The consideration of energy model for WSNs NS-2 [18] An event triggered node energy model for WSNs OPNET Table 2 Table. 3 that mostly researchers are using analytical methods to understand the behavior of CRSNs. Those researches which are being performed using NS-3 or custom designed simulators are not assuming the required metrics for CRSNs. Hence, to simulate a CRSN, it is required that all the issues of WSNs and CRNs should be con-sidered in multiple channel and multi-hop scenario for realization of CRSNs.
WSNs in NS-2
NS-2 is a platform which provides user to simulate wireless networks scenarios and many contributions have been made to add advanced functionalities in the simulator. Various analytical models and performance analysis techniques for ad hoc networks have been discussed in [45] . Specifically, the simulation environment for WSNs is available in NS-2 but CRNs simulations cannot be performed without adding the CR based functionalities. A CRN based tool has been developed for NS-2
in [16] , and is available online, but this work has not been adopted widely by the researchers. The possible reasons can be the lack of multiple channels support at MAC layer and that the PR activity has not been supported for cognitive radio environment. The issue of accuracy and credibility has also been raised for these simulation models [46] . The authors in [14] have presented an equation based transport layer protocol while simulating for CRNs. They have first performed spectrum management to utilize the available channels in an opportunistic manner and simulations are done in NS-2. Another transport layer end-to-end protocol for cognitive radio network tool is provided by authors in [15] . This tool has also been developed for NS-2 and it provides PR activity analysis and routing based on this activity but multiple channel support is also missing in this work. The authors in [13] have proposed a routing layer model for CR based networks in NS-2.
Their focus is to enhance throughput by performing efficient routing but existence of multiple channels effects throughput hence channel selection becomes also crucial to achieve high throughput.
CRNs in NS-2
A comprehensive evaluation of CR based network in the presence of multiple channels has been performed in [11] . The authors have given a brief study of impact of multiple channels on packet drop probability, TCP end-to-end packet delay, TCP throughput and average packet size to satisfy QoS using NS-2.
[47] has used NS-2 for flooding packets in the network using sensor networks and estimated the accuracy of generated results. Another CR based simulation model for cognitive radio ad-hoc networks has been presented in [12] for OMNeT++ simulator. The authors have designed their tool for only two data channels which is very lim- and wide area network (WAN) of smart grid applications can be simulated using NS-2 simulator keeping in 
CRSN Simulator Requirement
There are some specific requirements for implementation of CRSNs so they need to be discussed before going into the details of CRSN simulator. Upon fulfilling these requirements, the CRSN simulator will become general and can be applied to any sort of wireless environment with variable length of multiple channels and various kinds of PR activities.
Multiple Channels
In the literature, as discussed in related work section, a very little work has been done by assuming multiple channels when simulating CR based networks. However cognitive radio environment cannot be simulated in its true spirit in the absence of multiple channels.
Among multiple channels present in the network, the suitable channel is selected and transmission parameters are adjusted dynamically according to the channel requirement. The number of multiple channels impacts throughput and packets drop probability [11] . It is due to the fact that the larger is the size of available channel set, harder is the decision of selecting same set of channels between source to destination. This is a basic concern of CR based network that there should be multiple channels in the network so that when these channels are not utilized by PR nodes, they become available for CR nodes. Also the functionality of multiple channels should be scalable so that number of multiple channels can be increased/decreased according to specific application requirements. The broadcasting of hello packets over multiple channels in NS-2 has been demonstrated by [52] . Once hello packet has been trans-mitted in the whole network successfully, the data packets can be sent in the same fashion on the channels from where acknowledgement of hello has been received. According to some special requirements of nodes, channels can be assigned to some nodes on fixed basis too or otherwise routing layer makes decision about the selection of channels.
PR activity
As CR based networks are opportunistic networks, so only those frequency slots can be utilized by CR nodes which are free from PR traffic. Hence impact of PR activity is very important on the performance of CR nodes. A detailed survey on the types of PR activities and their implementation depending on network type has been given in [53] . PR activity models give the information about behavior and spectrum utiliza- [73] . The effect of PR activity on network performance by channel selection has been evaluated by [57] . Five kinds of PR nodes activity patterns have been considered in this simulator are elaborated in Table. 4.
Energy Model
As inherited from WSNs, CRSNs are energy constrained networks in which node energy determines the network lifetime. The ability of node to use cognitive capabilities and dynamic selection of best channel requires intelligent protocols at network and mac layer level. These intelligent protocols are more complex and consume more power which reduces the node life. While simulating CRSNs, it is necessary to consider the relation between required QoS parameters and node's energy. To optimize this, the energy model for WSN can be used by The selection of NS-2 makes the design architecture of 
Architecture
In this section, the architecture of CRSN simulator will be discussed. The graphical representation of CRSN simulator architecture is shown in Fig. 2 . In [79] , authors have discussed that researchers should avoid using default parameters available in the simulators rather these parameters should be modified according to changes in the network. In our proposed simulator, simulation parameters like number of channels, PR activity over these channels, energy model have been modified and the following subsections will cover the details of those layers which have been modified in NS-2 for simulation of CRSN environment. These modifications have been made due to the requirements specific to CRSN and these can be changed according to implementation of CRSN in any particular scenario.
CRSN Network Layer
The network layer implementation allows user to select the suitable routing protocol. This routing protocol is responsible for transmission of packets from source to destination in multi-hop scenario choosing the best route. AODV is known as an efficient routing algorithm for wireless ad-hoc networks. [80] gives the comparison of multiple routing algorithms in NS-2 and AODV has performed well among all the multi-hop routing algorithms. In this simulator, AODV has been used as routing protocol of CRSNs and the functionality of multihop data dissemination has been added. In addition, The interference reduction results into less number of re-transmissions which saves energy.
CRSN MAC Layer
Medium access control in CR based WSN should be intelligent enough to provide the dynamic behavior of spectrum selection without creating any harmful interference to PR node activity. The MAC protocol must be able to sense the channel and selects the suitable one for CR node. It should be monitoring PR activity continuously and if there is any PR activity found on any selected channel, it should stop the CR traffic and release the channel for PR node. For this purpose CSMA is used to ensure channel utilization by both PR and CR nodes. To utilize the cognitive capabilities, multiple channels are added so that among these channels, the suitable channel for CR node can be selected to transmit the data. Once multiple channels are added in the simulator then PR activity is introduced on each channel as discussed in previous section. Here it is worth mentioning that activity pattern of PR traffic can be different on each channel hence it is functionality of CRSN MAC layer to select those channels which have low PR activity or the channels which can be available for CR nodes for a considerable amount of time. 
CRSN Physical Layer
Physical layer modeling effects the performance of higher level layers and hence the overall behavior of simulation model [81] . In [82] , the author has also emphasized the We have added customized packet to be transmitted using AODV routing protocol. For adding this packet, we need to make modifications in aodv.cc and aodv.h. The packets class in AODV is dependent on aodv packet.h so it also needs to modify. The traces of packets are generated through cmu-trace.cc and cmu-trace.h. We have also modified these accordingly to show the traces of packet while transmission through multi-hops.
The flow of simulation starts from tcl script. In tcl script, we specify the type of protocols applied at network and MAC layer. We also mention the radio propagation model for physical wireless channel. Other network parameters, such as, number of multiple channels, number of wireless sensor nodes and total simulation time have been also mentioned in tcl script.
Tcl script calls the network layer protocol i.e. AODV which performs neighbor discovery through our customized packet to reach the destination node. The AODV then passes its packet to the MAC layer for hop-tohop delivery of data. MAC layer then initializes multiple channels for each node and implement PR activity.
The presence or absence of PR activity is the key factor to select the channels for CR node. MAC layer selects those channels for CR node which are free from PR activity or less occupied by PR nodes.
For addition of multiple channels and PR activity, we need to modify CSMA based maccon protocol. The protocol by default supports a single-channel single-hop transmission without any PR activity over the channel.
We first extend the number of channels and convert it into a generic entity so that each time user can vary the number of data channels present in the network. [83, 56] . This PR activity model has been widely used in the literature [56, [83] [84] [85] [86] [87] . The ON/OFF PR activity model approximates the spectrum utilization pattern of voice networks [88] and also very famous for public safety bands [87, 89] . 
where E[T network layer we need to modify node.cc and node.h so that network layer is aware of node's energy.
For validation of implemented modules, some results have been included for each kind of PR activity. As followed by simulation parameters shown in Table. where PR users are subscribed to some special packages to utilize the channels. CR users can opportunistically use these channels because after a long ON there is high probability of long OFF period which can be useful for opportunistic spectrum access. The most suitable PR activity for any CR user has been shown in Fig. 6(c) . It is clearly evident from the plot that very few numbers of channels are being occupied by PR nodes throughout the simulation time.
This type of activity can be found in rural areas or less peak hours. CR users can take maximum utilization in these durations when there is low PR activity over the channel. As there are very little chances of interference with PR users, so a less sensitive (less complex) channel sensing algorithm can be used which will preserve the node energy as well. Intermittent PR activity (as shown in Fig. 6(d) If more than one activity type is found over the network, it is called as mixed PR activity ( Fig. 6(e) ). This kind of activity occur where behavior of PR users vary from time to time. For such kind of activity, it is difficult for a CR node to select a band with a probability to complete its transmission.
We can estimate the channel utilization by any PR activity using Fig. 7 where for each type of PR activity the total utilization of all channels has been represented. It is evident from Fig. 7 (a) that long PR activity is appearing for almost 50 % of total simulation time and for rest of the time the channels are idle. An effect of high PR activity can be seen in Fig. 7 (b) in which the utilization factor of all channels are 80%-90%. In The concept of PR activities as discussed in Fig. 1 has been proved by simulations and the effect of all PR activities on all channels has been shown in Fig. 8 . A "1" is showing an "ON" state whereas a "0" is used to represent an "OFF" state. It can be seen that the simulated results are exactly following the PR activities.
Here the effect of long PR activity on channel utilization is more clearly visible as it is showing long "ON"
and long "OFF" periods. The high PR activity is having long "ON" and short "OFF" periods where as low PR activity has short "ON" and long "OFF" states.
Another analysis of all five PR activities can be performed using Fig. 9 where the effect of each PR activity on all channels has been combined and shown as percentage of channel utilization. Lets examine the high PR activity in which all the channels are almost 90%
occupied by PR users and remain idle for only 10% of the time. As intermittent PR activity has short "ON"
and short "OFF" states (as shown in Fig. 8 ) so it is utilizing the channels for 50% of the time but the remaining 50% cannot be effectively utilized by CR nodes due to short "OFF" states and it is expected that PR user will appear again for a short period of time. This fast switching of PR nodes makes the channel unsuitable for CR nodes. The long PR activity has long "ON"
and long "OFF" states due to which it is also utilizing the channels for almost 50% of the time and this activity is suitable for CR nodes because it is expected that after an "ON" state, the PR user will not appear again for a considerable amount of time. A low PR activity is attractive for CR nodes to utilize the channels as all the channels are less than 20% utilized by PR users and rest of the time remain idle. The mixed PR activity is also utilizing the channels for almost 50% of the time but a CR node cannot predict the next appearance of PR node over the channel as PR nodes do not follow any specific behavior in this type of activity.
Conclusion
In this paper, NS-2 based CRSN simulator model has been presented. This model supports the fundamental requirements of a CR based wireless sensor network.
As the research trend is shifting towards CRSNs so it is need of the time for such a simulator so that all the future research and simulations can be based on this module. This module has been designed on NS2 so it is very flexible to extend for future enhancements and channel bonding block will be added as the extension of this work. It will provide the CR users a chunk of large bandwidth to utilize for multimedia applications.
Other types of PR activities and energy models can also be integrated in this module. Another important future enhancement is to check the accuracy of our simulator in real world scenarios. It will provide a stronger base for the future researchers in this field of CRSN. 
